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******************** Start of 1st change *******************
3.1
Definitions

For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].

Floor: Floor(x) is the largest integer smaller than or equal to x.

MCX:  Mission critical services where “MCX” may be substituted with the term “MCPTT”, “MCVideo”, “MCData”, or any combination thereof.
Security Domain: A security domain is a group of MCX users who share common security requirements and policies for their communications. From a technical perspective, users within a security domain share a KMS and KMS certificate. MCX users may be members of one or more security domains.

Home Security Domain: The MCX user's primary security domain.

Migration Security Domain: A security domain that a user is a (temporary) member of, and may be keyed to use, but is not the user's Home security domain. 
External Security Domain: A security domain that the user is not a member of, but with which the user may communicate. 

Home KMS: The KMS that is the root of trust of the Home Security Domain.
Migration KMS: The KMS that is the root of trust of a specific Migration Security Domain.
External KMS: The KMS which is the root of trust for a specific External Security Domain.
KMS URI: A unique identifier for a security domain, or equivalently, a logical KMS.
KMS Certificate: A certificate containing the security parameters for a security domain. This is required to support identity-based cryptography and differs from X.509 certificates used for traditional PKI. See Annex D.3.1 for details.

******************** End of 1st change *******************
******************** Start of 2nd change *******************
5.3
User key management (KMS)

5.3.1
Key Management Servers

5.3.1.1
General
To be able to be involved in end-to-end communication security the MC user requires key material to be provisioned from their Home Key Management Server (KMS). In addition, management entities which setup or control the end-to-end communication, such as the MCX Server and Group Management Server, will also require provisioning of key material.

NOTE:
For clarity, an MC KMS provides different functionality to a MIKEY-TICKET KMS defined in 3GPP TS 33.328 [8].

In this clause, the 'user' could be a GMS, MCX Server, Signalling Proxy or any other entity containing a Key Management (KM) client.

From the perspective of a user (KM client), there are three types of KMS: 

-
The Home KMS.
-
Migration KMSs.
-
External KMSs.
A user has exactly one Home KMS, zero or more Migration KMSs and zero or more External KMSs. The relationship between the KMSs is shown in Figure 5.3.1.1-1.
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Figure 5.3.1.1-1: Types of KMS
5.3.1.2
Home KMS

The Home KMS is the KMS trusted by the user (KM client) to manage the user’s primary security domain. The Home KMS controls the use of media security for users (KM clients) within the primary security domain.
The Home KMS shall provide the following to KM clients:

-
The Home KMS Certificate.
-
Policy around the use of provisioned key material.
-
User key material for the authenticated user’s identity.
-
A list of permitted Migration KMSs and their addresses.

-
A list of permitted External KMSs, and their KMS certificates.
KM clients may provide the following to their Home KMS:

-
Received KMS Redirect Responses (KRRs).
5.3.1.3
Migration KMS
Migration KMS are KMSs which provide a security domain that the user (KM client) is able to join, but the KMS does not perform any controlling function over the user (KM client). Consequently, the Migration KMS is able to key the user, but does not perform any other functions.
Migration KMSs are designed to support:

-
Migration (where the user may need to be in a Security Domain of another MC system, but control is not transferred), 
-
Roaming (where the user may need to be in a different Security Domain for regulatory purposes, but control is not transferred).

-
Seconday Security Domains (where the user is in second Security Domain for operational purposes, but control is not transferred).

-
KMS user key revocation (where the user is uses keys from a backup Security Domain for a single key period as a result of compromise of this period's user's keys issued by the Home Security Domain). 
A Migration KMS may provide the following to KM clients:
-
The Migation KMS Certificate.

-
User key material for the authenticated user’s identity.
NOTE 1:
Migration KMSs also allow a user’s keys to be revoked in the Home KMS (e.g. due to compromise), but to still be able to communicate using (uncompromised) user keys provisioned by a Migration KMS.
5.3.1.4
External KMS
External KMSs provide security domains with which the user is able to communicate. To communicate with the external security domain the user (KM client) requires the External KMS certificate. External KMS certificates are provided by the user’s Home KMS. In this way, the Home KMS maintains control of external communications. 
The user (KM client) never connects to an External KMS.
NOTE 1:
Without provisioning the KMS certificate of an External KMS, secure communication with the corresponding external security domain is not possible.
******************** End of 2nd change ******************
******************** Start of 3rd change *******************
5.3.3
Security procedures for key management

The procedure for the provision of identity-specific key material when the HTTP proxy is supported between the KMS and the KMS client is described in figure 5.3.3-1. The procedure is the same whether the key management client in the MC UE, an MCX Server or a Group Management Server is making the request.
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Figure 5.3.3-1: Provisioning of key material via the HTTP proxy
The procedure in figure 5.3.3-1 is now described step-by-step. 

0)
The key management client establishes a connection to the KMS. As with other elements in the Common Services Core, the connection is routed via, and secured by, the HTTP Proxy. The message flow below is within this secure connection.

NOTE:
Additionally, the connection between the KMS and the HTTP Proxy is secured according to clause 6.1.

1)
The key management client makes a request for user key material from the KMS. The request contains an access token to authenticate the user as defined in clause 5.1. There are three types of request (as defined in Annex D):

a)
KMSInit Request. This request is the first request sent to the KMS to setup the user. This type of request is permitted to the Home KMS or to Migration KMSs.
b)
KMSKeyProv Request: This request is to obtain new key material from the KMS. The request may contain details of a specific identity (e.g. MCPTT ID) required for key management, and may contain a specific time for which the key material is required. This type of request is permitted to the Home KMS or to Migration KMSs.
c)
KMSCertCache Request: This request is to obtain external KMS certificates associated with external security domains (managed by another KMS). The request may contain details of the latest version of the cache received by the client. This type of request shall only be made to the Home KMS.

d)
KMS Redirect Response (KRR) upload: This procedure uploads a KRR received by the client to the Home KMS. This type of message shall only be sent to the Home KMS.
2)
The KMS provides a response based upon the authenticated user and the user’s request. For public safety use, the key material itself shall be encrypted using a 256-bit transport key (TrK). The response may also be signed by the TrK. The TrK is distributed via an out-of-band mechanism along with a 32-bit identifier, TrK-ID. The responses are:

a)
KMSInit Response. This response contains domain parameters and, optionally, a new TrK.

b)
KMSKeyProv Response: This response provides new key material to the user and, optionally, a new TrK.

c)
KMSCertCache Response: This response contains new or updated home KMS certificates and/or external KMS certificates required by the user for communications with external security domains. This type of response shall not be provided by Migration KMSs.

The procedure for the provisioning of identity-specific key material when the MCPTT proxy is not used between the KMS and the KMS client is as described in Figure 5.3.3-2.
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Figure 5.3.3-2: Provisioning of key material without a proxy

The procedure in Figure 5.3.3-2 is now described step-by-step: 

0)
The key management client establishes a direct HTTPS connection to the KMS. The following message flow is within this secure connection.

1)
The key management client makes a request to the KMS. The same requests can be made as defined above with a proxy.

2)
The KMS provides a response based upon the authenticated user and the user’s request. Optionally, the key material itself may also be encrypted using a 256-bit transport key (TrK). The response may also be signed using the TrK. The TrK distributed via an out-of-band mechanism along with a 32-bit identifier (TrK-ID).

As a result of this procedure, the key management client has securely obtained key material for use within the MC system.

5.3.4
Provisioned key material to support end-to-end communication security

End-to-end communication security for either group or private calls requires the provisioning of key material from the KMS. The key material provisioned to each user is listed below:

-
A KMSInit Response contains the KMS Certificate (domain specific key material associated to the KMS), and may contain:

-
An updated TrK for the user (to replace the offline-provisioned, bootstrap TrK).
-
Policy around the use of KMS key material (Home KMS only)

-
Address to which ‘KMSCertCache’ requests should be sent.
-
Address to which ‘KRRupload’ messages should be sent.
-
A KMSKeyProv Response contains zero, or more, KMSKeySets and may contain:

-
An updated TrK for the user (to replace existing TrK).

-
A KMSCertCache Response may contain:

-
The KMS’s Certificate(s) (current, updated or future).
-
Migration KMSs (KMS URIs, access addresses, provisional TrKs).
-
External KMS Certificates. This is domain specific key material associated with other KMSs. It is required to enable secure communications across security domains.

******************** End of 3rd  change ******************
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